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1. INTRODUCTION

With surge in digital transactions across the banking industry, the associated risks have also
multiplied and hence customer protection against unauthorized electronic banking transactions

has assumed greaterimportance.

Taking into account the risks affiliated to the use of services of Emirates NBD Bank India (“Bank”)
through electronic banking transactions and for better informing the customers in a fair and
transparent manner of the extent of rights and liabilities of the customers of the Bank in different
circumstances andtherelief afforded by the Bankintheinstances of financiallosses arising to the
customers due to the unauthorized electronic banking transactions, the Bank has formulated a
board approved customer protection policy (“Policy”) as per the guidelines prescribed by RBlon
Customer Protection - Limiting Liability of Customers in Unauthorized Electronic Banking
transactionsvideitscircularbearingreferenceno.DBR.No.Leg.BC.78/09.07.005/2017-18 dated
6thJuly 2017.

2. APPLICABILITY

This Policy is applicable to customers, whether individual or non-individual entities, who hold
savings or current account with the Bank and avail services of the Bank through electronic

platform provided by the Bank (“Customers”). Such electronic platforms cover the following:

1) Remote/online payment transactions that do not require physical paymentinstrumentsto be
presented at the point of transactions (viz., internet banking, card not present transactions, or

such othertransactions as may be determined by the Bank);

2) Face to face / proximity payment transactions which require physical payment instruments
such as card or mobile devices to be present at the point of transaction (viz., ATM, POS and

othersimilarfacilities).

It is hereby clarified that this policy shall not apply to any vendors, service providers,

intermediaries, merchants oragencies of the Bank.
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3. BANK'SROLEAND RESPONSIBILITY

The Bank thrives to ensure safety of transactions carried out by the Customers using the electronic
banking platformandforthe aforesaid purpose, Bank shallhave appropriate systems and procedures
inplace and as part of the same, the Bank shall take the responsibility of the following for electronic
bankingtransactions:

a)To communicate toits customers to mandatorily register for Email/SMS alerts.
b)To send its Customers SMS alerts and email alerts, if email ids are registered with the Bank.

c) To provide 24 /7 accesstothe Customerstoreportanyunauthorizedtransactions eithertoits
home branch,Customer care numberis +9122 61532393/ +97160054 6679

d) To take immediate steps to prevent furtherunauthorised transactions inthe account on

receipt of report of an unauthorized transaction from the Customer.

e) Toregularly conduct awareness on carrying out safe electronic banking transactions to its

customers and staff.

f) In case of debit card/ bank account, the customer shall not sufferloss of interest.

g)Bankisalsousingvarious modesforeducatingthe customerssuchas, Personalized
SMS/email, publishing product specific information for safe and secure transactions on

corporate website etc.

h) The Banks may not offerfacility of electronic transactions, otherthan ATM cash withdrawals,

to customers who do not provide mobile numbers to the Bank.

i) The Bank willnot be responsible forloss to the Customer, if the Customer acts fraudulently
and /or acts without reasonable care which has resulted inloss. Bank will also not be
responsible forloss arising out of loss of cards, login ID, PIN, compromise of password or
confidential information untiland unless the Bank has been notified of such

loss/compromise and Bank has taken steps to preventitsmisuse.
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Duringinvestigation, in caseitis detected that the customerhas falsely claimed or disputed
a valid transaction, the bank reserves its right to take due preventive action of the same

including closing the account or blocking card limits.

The detailed guidelines are coveredin Digital Payment Security Policy - India Branches.

4. CUSTOMER’S ROLES AND RESPONSIBILITIES

a) The Customers shall notify the Bank of any unauthorised electronic banking transaction at

b)

the earliest after the occurrence of such transaction. Customer shall take note that the
longer the time taken to notify the Bank, the higher will be the risk of loss to the Bank/
Customer.

Customer must not share sensitive information (such as Debit Card details & PIN, CVV, Net
Banking ld & password, OTP,transactionPIN,challenge questions)withanyentity,including
Bankstaff.The Customershallbe responsible for safety of theircards, UserID, login ID, PIN,
OTP or other security information and that the Bank will not be under obligation and
responsible for loss to the Customers due to leaking of the aforesaid information on
account of Customer’s carelessness, until and unless the Bank has been notified by the
Customer of the same. Bank has already published Do’s and Don’ts for the Customers on

Bank’s corporate website.

c) The Customer shall mandatorily register valid mobile number with the Bank. The Customer

shall also notify his current, Address, email ID with his base branch and keep all such
information updated with the Bank. Customer shall regularly update his /her registered
contact detailsas soon as such details are changed Thisupdatedinformationisrequiredby
the Banktosendtransactionalert/otherinformationto Customer. Bank will only reach out
to customer at the last known email/ mobile number/address. Any failure of customer to
update the Bank with changes shall be considered as Customer negligence. Any
unauthorized transaction arising out of this delay shall be treated as Customer liability. The
Bank willnot be responsible forloss to the Customer on account of the failure on the part

of the Customer to keep such information updated with the Bank.
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d) Customer shall provide all necessary documentation - customer dispute form, proof of
transactionsuccess/ failure and should alsofile apolice complaint and provide copy of the
same to the Bank. Customerwould not be entitled to compensation of loss if any, in case
customer does not cooperate with the Bank by providing necessary documentsincluding
butnotlimitedtopolicecomplaintand cardholderdispute form.

e) Customershouldco-operatewiththe Bank’sinvestigatingauthoritiesandprovideall
assistancetotheBank as perdefined timelines.

fy Customershallgothroughvariousinstructionsandawarenesscommunicationsentbythe
Bankonsecured banking.

g) Customershallrequest blocking/hot listing of card oraccount if they suspect any
malicious activities orin an event of lost /theft.

hy Transaction message triggered by bank should be checked and discrepancy, if any
should be reported immediately.

i) Statement of account should be checked regularly and discrepancy if any should be
reported to the Bankimmediately.

jy Crossed/accountpayeechequesshouldbeissuedasfaraspossible.Blankcheques
shouldnotbesigned and customers should not record their specimen signature eitheron

pass book orchequebook.

5. PARAMETERS FOR COMPENSATION

In case of loss arising to the Customers on account of unauthorized transactions, the Bank

shallcompensate the Customerinline with the following parameters:

a) Cases where the Customerhas zero liability:
In cases where the unauthorized transaction occurs on account of (a) contributory fraud/
negligence/ deficiency onthe part of the Bankirrespective of whetherornot the transaction
is reported by the Customer (b) third party breach where the deficiency lies neither with the
Bank nor with the Customer but lies elsewhere in the system and the customer notifies the
bank within three working days of receiving the communication from the Bank regarding the

unauthorized transaction, the Bank shall on being notified by the Customer, shall credit the
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amount(shadow reversal) involved in the unauthorized electronic transaction to the
Customer’s account within 10 business days from the date of such notification by the
Customer (without waiting for settlement of insurance claim, if any). A shadow credit is the
credit givenin customers accountwith arestrictioninusage of funds. The credit shall be value

datedto be as of the date of the unauthorized transaction.

b) Cases where the Customer has Limited Liability:

A customer shall be liable for the loss occurring due to unauthorized transactions in the

following cases:

In cases where the loss is due to negligence by a customer, such as where he has shared the
payment credentials, the customer will bear the entire loss until he reports the unauthorized
transactiontothe bank. Anyloss occurring afterthe reporting of the unauthorized transaction

shallbe borne by the Bank.

In cases where the responsibility for the unauthorized electronic banking transaction lies
neither with the Bank nor with the Customer, but lies elsewhere in the system and when there
is a delay (of four to sevenworking days afterreceiving the communication from the Bank) on
the part of the Customer in notifying the bank of such a transaction, the per transaction
liability of the customer shall be limited to the transaction value or the amount mentioned in

the table below, whicheveris lower.

Table1

Maximum Liability of a Customerunder
paragraph 7 (ii)

Type of Account Maximum
liability
&)
+« BSBD Accounts 5,000
All other SB accounts 10,000

« Current/ Cash Credit/ Overdraft Accounts of
MSMEs

« Current Accounts/ Cash Credit/ Overdraft

Accounts of Individuals with annual average
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balance (during 365days preceding the
incidence of fraud)/ limit up to Rs.25lakh

All other Current/ Cash Credit/ Overdraft
Accounts

25,000

In the above cases, the Bank shall credit the amount (shadow reversal) involved in the
unauthorized electronic transaction to the Customer’s account within 10 business days from the
date of such notification by the Customer (without waiting for settlement of insurance claim, if

any). The credit shall be value dated to be as of the date of the unauthorized transaction.

c) Cases where the Customer has complete liability: If the delay in reporting is beyond seven

working days, the customer shall be completely liable for all such transactions.

Overall liability of the customer in third party breaches, as mentionedin Section 5 above, where

the deficiency lies neither with the bank nor with the customer but lies elsewhere in the system,

is summarized in the Table below:

Table 2

Summary of Customer’s

Liability

Time taken to report the fraudulent
transaction from the date of
receivingthe communication

Customer’s liability (¥)

Within 3 working days

Zero liability

Within 4 to 7 working days

The transaction value or the amount
mentionedinTable 1, whicheveris lower

Beyond7 working days

100%

6. PAYMENT OF COMPENSATION

The Bank will ensure that all complaints of the Customers pertaining to the unauthorized

electronic transactions areresolved and liability of Customerif any, is established within a
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maximum of 90 days from the date of receipt of complaint and pay the Compensation to the
Customer in accordance with the liability established. In case if the Bank is unable to resolve
complaints or determine the Customer liability, it shall provide final credit in line with the
compensation parameters laid down in this Clause Il above. Unless otherwise stipulated in
applicable laws, compensation would be limited to value of transaction after deduction of
reversals or recoveries received by the Customer. In case of debit card/bank account,
customer will not suffer any loss of interest. If after shadow credit, customers liability is
established the bank shall reverse the credit by debit to customers account within 90 days

from the date of his complaint.

COMPLAINT RESOLUTION

The Customer complaints shall be reported to Mr. Sethuraman Sathappan, Ground Floor, 5
North Avenue, Maker Maxity, Bandra Kurla Complex, Bandra East, Mumbai 40005].
Telephone Number02261532322.

The Customer shall be required to provide the transaction details viz., transaction type,
beneficiary account details, date of the transaction, amount of the transaction, etc, and such
other details as may be required by the Bank along with the complaint to report the

unauthorized transactions.

On receipt customer’s complaint (notification), Bank will take immediate steps to prevent
further unauthorized transactioninthe account and by blocking/ deregistering Customer from
notified electronic channel. Customer shall authorize the Bank to block the debit card/ net
banking/account(s) toreduce likelihood of additional loss. Customer shall clearly specify the
facilities to be blocked failing which the Bank reserves the right to block all electronic
transactions of the Customer to protect the Customer’s interest. Also, revoking these blocks

would require explicit consent from Customer for each facility.

The timeline for resolving all such complaint will be 90 days from the date of receipt of the

complaint /fraud incident details.

Bank, in its own discretion, may also seek further details/ documents from the customer to

investigate the complaint. Customer agrees to fully co-operate and comply with Bank’s
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reasonable requirements towards investigation and provide details of transaction, customer
presence, etc. The burden of proving customer liability in case of unauthorised electronic

banking transactions shall lie on the bank.

The banks shall put in place a suitable mechanism and structure for the reporting of the
customer liability cases to the Board or one of its Committees. The reporting shall, inter alia,
include volume/ number of cases and the aggregate value involved and distribution across
various categories of cases viz., card present transactions, card not present transactions,
internet banking, mobile banking, ATM transactions, etc. The Committee on Customer
Service inthe bank shall periodically review the unauthorised electronic banking transactions
reported by customers or otherwise, as also the action taken thereon, the functioning of the
grievance redress mechanism and take appropriate measures to improve the systems and
procedures. All such transactions shall be reviewed by the bank’s internal auditors. Reporting
of such unauthorized transactions should be appropriately done to the respective regulatory

authorities as applicable.

FORCEMAJEURE

The bank shallnot be liable to compensate customers for delayed credit if some unforeseen
event (including but not to civilcommotion, sabotage, lockout, strike or otherlabour
disturbances, accident, fires, natural disasters or other “Acts of God”, war, damage to the
bank’s facilities or of its correspondent bank(s), absence of the usual means of
communication or all types of transportation, etc beyond the control of the bank preventsiit

from performingits obligations within the specified service delivery parameters.
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